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ABSTRACT

We study the problem of analysing the security for an un-
bounded number of concurrent sessions of a cryptographic
protocol. Our formal model accounts for an arbitrary number
of agents involved in a protocol-exchange which is subverted
by a Dolev-Yao attacker. We define the parameterised model
checking problem with respect to security requirements ex-
pressed in temporal-epistemic logics. We formulate sufficient
conditions for solving this problem, by analysing several finite
models of the system. We primarily explore authentication
and key-establishment as part of a larger class of protocols
and security requirements amenable to our methodology. We
introduce a tool implementing the technique, and we validate
it by verifying the NSPK and ASRPC protocols.

1. INTRODUCTION

Formalisms grounded in the multi-agent systems (MAS)
paradigm have made a significant contribution to the de-
velopment of a wide range of applications, including search
and rescue [19], automatic negotiation [13], and security [9].
For the MAS paradigm to continue to drive the sound devel-
opment of forthcoming topical applications, the underlying
MAS formalisms need to evolve to capture and solve the
theoretical challenges that arise in these applications.

The “internet of things” (IoT) is an important area of
current and future growth, where MAS can play a leading
role. In current IoT applications networked objects equipped
with sensors and computing capabilities exchange data over
the Internet. It is expected that some of these objects will
become autonomous and will independently cooperate and
negotiate with their peers while representing the needs of a
human user or an organisation. Security and privacy aspects
of IoT applications remain a concern. Users may not be
willing to adopt the technology if the data being exchanged
can be directly traced back to them, or tampered with by
unauthorised third parties. It is therefore important to
guarantee that the protocols run by IoT applications are
robust and cannot be hijacked by attackers. One important
property is the correctness of the underlying authentication
and key-establishment procedures.

Of course these have long been the object of research in
security. Several noteworthy protocols, including versions of
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secure RPC [30] discussed herein, have been analysed by a
variety of methods, including model checking [5]. However,
these results cannot in general be applied to IoT. This is
because verification of security protocols traditionally analy-
ses a bounded number of interacting principals. In contrast,
ToT’s unbounded connectivity intrinsically calls for the need
to verify an arbitrary number of protocol executions.

The aim of this paper is to put forward a novel method-
ology for the unbounded verification of a class of security
protocols. A key feature of our work is that, similarly to |7],
we also capture the epistemic properties of the principals
in a secure exchange. To do so we develop a Dolev-Yao
threat model in a MAS setting (Section [2)); we define and
solve the parameterised model checking problem for these
systems (Section ; we present a tailored verification toolkit
for the automatic verification of protocols described in a new,
security-oriented language (Section ; and we showcase the
methodology on NSPK [27] and ASRPC [30]. In doing so, we
answer the open question of model-checking an unbounded
number of protocol executions against temporal-epistemic
properties.

2. PARAMETERISED SECURITY MODEL

High-level protocol descriptions.

Consider the following high-level description of the well-
known Neeham-Shroeder public-key (NSPK) protocol [27].
At step 1, A encrypts the concatenation of her identity and
a nonce n4 with the public key of B and sends this to B. At
step 2, upon receipt and decryption, B concatenates a new
nonce npg to the received n4, encrypts this with the public
key of A and sends the overall result to A. The rest follows
similarly. We refer to the full representation of A’s variables
and actions as the A-role.

The High-Level Description of NSPK

Protocol:

1.A— B: enc((A,n4);pubp)

2.B— A: enc((na,np);puba)

3.A—> B: enc(np;pubp)

Longterm Vars: priva;puba; A;privg;pubp; B;
Prot. Vars: mg,np : nonce;

na bound A; np bound B

Goals: A:B:auth(A,n4,puby); secret(ny);

In protocol executions, high-level roles are embodied by
parties with concrete credentials. If a party acts according to



an A-role, we call it an A-party. Longterm Vars refer to data
belonging to parties and not varying with protocol executions:
an A-party called alice has skeyaiice as her long-term secret
key. In turn, the Prot. Vars part contains sub-messages
which are freshly generated in each new, correct session:
e.g., na is a nonce. It originates from an A-party, as “na
bound A” stipulates. So, we say that na is bound to the
A-role. Contrarily, ng is free in the A-role, as np is bound
to the B-role. NSPK’s goals here amount to two security
requirements. By “A:B:auth(A,na,puba)” it is meant that
in any session, the B-party is convinced of communicating
to a specific A-party on the basis of A,n4, and puba, and
that it was this party who sent the data. By “secret(na)”,
it is intended that in any one session, n4 should only become
known to the two participating A- and B-parties.

Intermediate level protocol description.

Any protocol Pr can be described algebraically by consider-
ing: 1) aset S of sorts (e.g., Keys, Nonces); 2) a sort-indexed
set of variables X = (X, | s € S) — in NSPK, for s=Nonces,
Xs ={na,ng}; 3) a signature ¥ over X, which then gives a
set Tx x of terms to symbolise the protocol-messages, e.g.,
enc((A,na);pubg) for NSPK; 4) a universal algebra A with
infinitely countable support-sets A, used to interpret X; 5) a
term algebra T; 6) a set or theory E of equations over terms
encoding the cryptographic operations on them.

Assignments § of variables into the algebra A and their
homomorphic extension to terms, actions and roles model
protocol executions. At the start, parties ignore the values
of variables free in their role (like np for NSPK’s A-role).
To denote this, we use null values denoted L or L, for a
specific sort s € S. We extend A to the algebra A, which
has A;, =As U {Ls} as support-sets and all operations over
null values returning null values.

Shorthands & building blocks.

We call a protocol receiver-transparent if receivers can deci-
pher messages down to variables upon their receipt. NSPK and
many other authentication and key-agreement protocols [31]
are receiver-transparent.

As in protocol-descriptions, we differentiate between longterm
variables (LT), free variables (Fr) and bound variables (Br)
in some role R. This extends naturally to terms (i.e., if a
term contains a free variable it is free in that role, otherwise
it is bound to that role). On this, we give the range of a
term homomorphically, as follows.

DEFINITION 2.1 (RANGE OF A TERM FOR ROLE). The
range Ranger(t) of a term ¢t € T x for arole R is as follows:

Ranger(t)=
As ifte (Br)s N Xs
As | ifte (Fr)s n Xs
(Ay, % ... x As,) U Ag ifte (BR)s,t = o(t1, ... tn),
(S E(sl,...,sn),s’ti € TE,X,si
(As; x ... x Ag,) U As| ifte (Fr)s,t =0(t1,...,tn),
(S E(51 ..... s”),svti ETZ,X,si

The mazimal range of a term t, written Range(t), is defined
as the union of Ranger(t) over all the roles R. Ranges of
long-term variables do not vary with roles: for t € LT,
Range(t) = A, where w € S* is the type of t. We consider
a variable called step of sort Steps, to encode the actual
protocol steps. Ranges Ranger(step) of steps for a given
role R are finite and in line with the protocol description.

Let Msg < Tx,x denote strictly the protocol-messages.

For a protocol-role R, let the sets SentMsgr & Msg and
RecvM sgr & M sg respectively denote the messages sent and
received by R. We introduce a functional symbol out of type
(SentMsgr; Steps), which is interpreted as the particular
protocol-step at which a message is sent. We write out(t) = z
to denote that a message t is sent at step «, i.e., in NSPK,
out(enc((A,n4); pubp))=1. Similarly, let in be a functional
symbol of type (RecvM sgr; Steps) which is interpreted as the
protocol-step at which a concrete message is to be received.
Let Sub(t) be the set of proper sub-terms of ¢ and Vars(t)
denote the variables in ¢. In NSPK, Vars(enc((A4,n4a);pubp))
={A,na,pubp} and (A,n4) € Sub(enc((A,na);pubr)).

Templates and parameterised systems for security.

Interleaved interpreted system (IIS) [23] are a multi-agent
system semantics in which agents synchronise on one sole
action to be performed at each point in time. IIS components
can be described in a parametric way via templates [21]. The
instances of these templates, also called agents, unravel an
actual, concrete system. Next, we will present a security
model based on templates.

DEFINITION 2.2 (TEMPLATE (ADAPTED FROM [21])). A
template is a tuple T=(X, L,t, Act, P,t), where X is a set
of variables, L € X x A is a set of local states describing
variables X with their values in the support sets of the algebra
A, 1 € L is a unique initial local state, Act is a nonempty
set of actions defined over X, P : L — Act is a protocol
function dictating which action can be performed at a local
state, tr: L x Act — L is a local evolution function specifying
state-updates caused by actions. A “null” action A € Act can
be performed at any state and yields no state update.

Templates here differ from [21] in that they have an alge-
braic nature, with sorted variables and ranges over infinitely
countable sets of a term-algebra. We will also partition these
sets driven by a security semantics. This will then open for
new techniques of instantiating templates into agents. For
instance, agents herein will be able to share variables and
their ranges.

We say that an action is executable in a template if given
a concrete, local state of some arbitrary instance of this
template, this action can take place at that local state.

We say that an executable action is setting in a template
if once this action is performed at a local state of some
arbitrary instance of this template, then that local state is
consequently updated.

Protocol roles to templates.

Let R be a protocol-role in a receiver-transparent proto-
col Pr. We will map each such protocol-role R into a template
for R, written T-R.

T-R’s variables. These are described by the set Xr—-r=
{LT v Fr v Br}.

So, T-R’s variables distinguish between those free and those
bound in R, as well as longterm variables.

The local states of 7-R. These are described by the re-
lation Lp-r=(t¢:: Ranger(t) | t € X7-r) between terms and
their respective ranges for the R-role.

The local states for the T-A in NSPK are as follows: (step::
N,na:N,ng:N pubg::Keysi, A::ID), where step,n4 € Ba,
ng,Be Faand Ae LT.



In the initial state ¢ of the T-R, we assign bound and
long-term variables to arbitrary non-null values over their
ranges, free variables to null, and all steps are set to 1.

Actions for templates for roles. The actions of the T-R
template are given by:

Actr-r = {send_intercept(t1), receive_transmit(tz), A}, for
all t1 € SentMsgr and t2 € RecvM sgr.

So, templates’s actions encode the sending and receiving
of abstract messages, or perform the empty action A. For
the operational semantics, we need a ‘handle’ to concrete
values and template-instances. This is as follows.

Representative values in T-R. Let t € Tx x. A repre-
sentative value for t in T-R, written valp-g(t) or simply
val(t), is the value in Ranger(t) held for ¢ in an arbitrary
instance of T-R at a given point.

We now give the operational semantics of T-R’a actions.

Operational sending actions. Let t € SentMsgr. An
action send_intercept(t) is executable in T-R if val(v) # L,
for all v € Vars(t).

In other words, an instance of T-A in NSPK needs to have
non-null values for ng, i.e., val(ng) # L, in order to send
the NPSK’s third message ms. Its initial state appears as
(step = 1,ma = n,np = 1,...); the send_intercept(ms)
action is enabled only once it is in a state (step = 1,n4 =
n,ng =n'...), with n,n’ € N.

Operational receiving actions. Let t € RecvM sgr. An
action receive_transmit(t) is exzecutable in T-R if the fol-
lowing holds: for each v € Vars(t), if val(v) # L then
val(v) = §(t)|v, where 6(¢) is a concrete value for ¢ now being
sent to an instance of T-R and §(¢)|, returns the value of v
within 6(¢).

An executable action receive_transmit(t) is setting in T-R
if for all v € Vars(t) such that val(v)=L, the application of
receive_transmit(t) changes val(v) to 6(t)|o.

Thus, a receive-transmit action is executable if any value
received at some point is consistent with data held previ-
ously and locally. This is in line with the matching re-
ceiving semantics in [29]. In NSPK, when an A-party re-
ceives a value d(enc((na,ng);puba)) for the second message,
she checks that her previously used value val(na) for na
matches the na-value d(enc((na,ng);puba))|n, sent via
d(enc((na,np);puba)). An executable receive-transmit ac-
tion is setting if it causes variable-updates in concrete in-
stances of templates. In NSPK, a local value for ng would
be extracted out of the received d(enc((na,ns);puba)) and
val(ng) would be consequently updated.

Local protocol for T-R. Let | be a local state of T-R,
t1 € SentMsgr, t2 € RecvM sgr. Then, the local protocol
function Pgr : Lt—-r — Actgr is defined as follows:

Pr(l) = send_intercept(ti), if v(step) = out(t1),
send_intercept(t1)

is executable in T-R;
if v(step) = in(t2),
receive_transmit(tz)
is executable in T-R.

Pr(l) = receive_transmit(tz),

If an action a is such that a € Pgr(l), we say that a is
enabled (at 1) in T-R.

So, any T-R instance is able to perform an action if she is at
the right protocol step for it and if the action is executable
(i.e., all values to send are non-null and values to receive are
consistent with those already held).

Local evolution for T-R. Let a1, a2 € Actr such that a1=
send_intercept(t1) and as=receive_transmit(tz). Let | be
an arbitrary local state of T-R and val(-) denote values held
by some arbitrary instance of T-R at their instance of [.

The local evolution function is trr: L1—r x Actr — L1-r
with trr(l,a;) = 1" if a; € Pr(l) (for i € {1,2}) and the
following holding:

val(step) + +,
val(step) + + and a2 is setting,

if a; = a1 (1)
if a; = a2 (2),

where val(-) denotes values held at I’

The above says that enabled actions, once performed,
update the current local state with incremented protocol-
steps, and receiving actions may set new values.

The Environment template.

We will now present a special template called the Enwvi-
ronment template and written T-Env. It models the outer
network hosting both the honest parties’ from the adversary.
In a concrete multi-agent system, T-Env is instantiated into
concrete Environment which we denote by Env.

Local states for T-Env. These are defined by a series of
variables, emulating the following map for each role R:
log[t,{v : val | v € Vars(t)}] with ¢ € SentMsgr, and
val € Range(v) u {L}.

That is, T-Enuv tracks the values of the variables v inside
each protocol-message t. For enc((A,na);pubp) in NSPK,
T-Env stores three variables for A, na, and pubp.

In T-Env’s initial states all the log are set to null-values:
ie., log[t][v] := 1, for all v € Vars(t), for all t € Msg,
denoting that no tracking has yet occurred.

The concrete environment Env contains in fact several
copies of a log[t, ] map, one reserved for each instance of
T-R having emitted a value for ¢, as depicted below.
Representative values in T-Env. Let t € SentMsgr.
Representative values for t in T-Env are the set of arbitrary
values in 289m9¢(OYL held in Env for Vars(t) under the
handle ¢"°? of t, written log[t"®?,{v | v e Vars(t)]}.

So, if an instance rep of T-A sends NSPK’s mi as some
d(enc((A,na);pubg)), then Env sets log[mi?][n.] to
5(m1)|n, , sets log[m]"][A] to 6(ma1))|a, etc., where log[-"*"][]
is a rep-reserved’ copy of log[-][-].

Actions for T-Env. These are given by the set Actr-gn, =
Actp-ru{tamper_log(t)}, for all R-roles, for allt € RecvM sgr.

The tamper_log(t) actions refer to the threat model; we will
describe these later in the section. The other actions are
in tandem with T-R: if T-R sends something, then T-FEnv
intercepts it, and if T-R receives something it is because
T-Env transmits it.

Let t € SentMsgr, t' € RecvM sgr be as above. Let rep
be an arbitrary instance of T-R at a given point.
Operational intercept. The action send_intercept(t) is
executable in T-Env at any local state of T-Env.

An action send_intercept(t) is setting in T-Env in that
log[t™®"][v] becomes §(t)|v, for all v € Vars(t), where 6(t) is
the arbitrary concrete value for ¢ sent within rep and 6(t)|.
returns the value of v within §(¢).



The second part of the above says that all send-intercept
actions are setting: they make the corresponding logs of
Env’s take the respective values from the messages sent.

Operational transmit. The action receive_transmit(t')
is exzecutable in T-Env if log[t'][v] # L, for all v € Vars(t').

A receive-transmit action is executable in T-Enw if all the
necessary sub-parts of the message to be received by a T-R
instance have been logged by T-FEnv, symbolising that the
concrete message is present over the network.

The local protocol or local evolution function for T-Env
are implicitly specified by the operational semantics above.

The Intruder Template.

We will now present a special template called the Intruder
template, written T'-In, which encapsulates a Dolev-Yao (DY)
threat model [14]. We instantiate the T-In template by one
agent only which we call Intr or concrete intruder.

T-In’s local states. These are defined by the following;:
1) a set of variables, emulating the maps constr[t, {v :: val |
v € Vars(t)}], for each role R, with ¢t € SentMsgr, and
val € Range(v) u {L};

2) a series of boolean variables poss(val), for each val €
Range(v)\{L}, for each v € Vars(t), for each t € Msg;

The T-In’s constr-variables capture the protocol’s mes-
sages as formed by the attacker. The poss-variables denote
the intruder’s data-possessions. l.e., poss(alice) = .T. de-
notes that the intruder knows the name alice to be a protocol
participant; poss(300) = .F. encodes that the intruder cannot
use 300 as a fresh value.

Representatives for T-In. Let rep be an arbitrary instance
of T-R. All term ¢ linked to rep that the intruder tracks or
manipulates w.r.t. to this instance is referred to as t"P.

Like with Env, the concrete Intr would replicate constr|t, -]
into constr[t", {v :: val | v e Vars(t)}] for each rep.

In T-In’s initial states, all the constr-variable are set to
null-values; some of the poss-variables are set to true, some
are set to false denoting the intruder initial knowledge. This
is done in such a way that T-Rs and T-In share no value for
variables that are not long-term.

Actions for T-In. The actions of the T-In template are
given by: Actintr = {DY (t1), tamper_log(t2), A}, for all R-
roles, for all t1 € SentM sgr, for all t2 € RecvM sgr.

We introduce a shortcut to intercepts by the intruder: the
Intr is allowed conceptual access to the values of messages
inside any arbitrary instance of T-R. He performs closure of
DY-analysis and DY-synthesis 28] of these messages. This
is formalised below.

Operational DY actions. Let rep be an arbitrary instance
of T-R, t € SentM sgr, val(t) be the homomorphically com-
posed value of ¢ within rep, t1 € RecuM sggs, and reps be an
arbitrary instance of T-R’'.

An action DY (t) is executable in T-In if constr[t™F][v] =
L, for all v e Vars(t).

An executable DY (t) action is setting in T-In if the fol-
lowing is the case:

{ poss[z] = .T.,

constr[t;P?][v] := y,

if z € analz(val(t), poss), ¢ # L (1)

if y € synth(analz(poss),t1), y # L (2)

By point (1) above, once a DY action is performed, it
sets values in poss upon analysis of the value of ¢ inside
T-R’s instance rep. As per (2) above, the values in poss
are then used to try and compose a value for message t1:
i.e., synth(analz(poss),t1) denotes closure of DY synthesis
and analysis over all Intr possessions, for the construction of
t1. If successful, the synthesised value y is recorded in that
constr[t;P?][v] := y.

We took DY (t)-action to be executable if constr[t"*P][v]
is 1; so, we see now that this equates to Intr decomposing
values of messages t that he has not formed himself. For
example, let instance rep of T-A for NSPK have a local value
0(ma1) for the first message enc((A,na); pubp) such that for
the value 6(m1)|pub g, Intr’s poss has 6(m1)|privy set to true.
Then Intr can decrypt §(m1) and, according to (1) above,
poss(v1) becomes .T'., where v1 = §(m1)|n,. Next, according
to (2), the DY action is such that constr[t'"P?][n,] := v,
where repz is another instance of T-A and Intr is now con-
structing a message replaying in it the value of n, as per
rep; possibly purporting to be from reps.

The operational semantics for the tamper_log-actions in
T-In and in T-Env follows.

Operational tampering actions. Let ¢t € SentMsgr.
An action tamper_log(t) is executable in T-In if constr[t][v] #
1, for all v € Vars(t).

An action tamper_log(t) is executable in T-Env at any
local state of T-Enwv.

Let rep be an arbitrary instance of T-R. An executable
action tamper_log(t) is setting in T-Env in that log[t"*?][v]
becomes constr[t"°?][v] in Enwv, for all v e Vars(t).

The operational semantics of tampering actions stipulates
that Intr is able to perform a tamper_log(t)-action if it has
constructed all the parts needed in t, i.e., it holds a value
v # L, for all the variables of t. In T-Enwv, these actions are
executable at any point and have as effect the injection of
the intruder’s constructions in constr in Env’s the log-vars.

The local protocol or local evolution function for T-In are
specified implicitly via the operational semantics above.

DEFINITION 2.3  (PARAMETERISED SECURITY SYSTEM).
A parameterised security system (PSS) for a protocol Pr is a
tuple S=(T, T-Intr, T-Env), where T = Jpoic in priT-R}s
with the components defined as above.

3. UNBOUNDED SECURITY IN MAS

A concrete instance of template T-R is defined construc-
tively and inductively based on the instances who already
‘joined’ a concrete system modelled by a PSS. A non-basic
step of this inductive definition is given below. For the next
two definitions, we assume w.l.o.g. that there are two roles
R and R’ in the protocol Pr.

Concrete agents.

DEFINITION 3.1  (CONCRETE ROLE-AGENTS). Let R be
an arbitrarily fived role and T-R = (X = BRuFrULT,L <
X x A, Act, P,tr) as above. Let m > 1 be the total num-
ber of instances present in the system. Let n = 1 be the
total number of instances of T-R present in the system.
Let i with 1 < ¢ < n. The (i,n,m)-concrete instance of
T-R, written agh or for simplicity ag, is defined by the
(X9, L9 .29, Act®, P9, tr*?) tuple as follows:

1. X% is a multi-copy of X, where:



1). If x € Bgr, then %9 € X*9;

2). Ifye Frn By, then y?,...,ynd e X,
3). If € LT, then 279,...,289 € X9

II. L% < X9 x 28enee(X) s gg follows:

1). Let x € Br 0 LT. Then, (z, Rangeqaq(x)) € LY where
Rangeaq(x) is a subset of Ranger(x) with |Rangeqq(z)|=n+
1 such that Range,y () 2 Rangeag(x), where ag’ is the
(i,n',m’)-concrete instance of T-R and n' > n;

2). Let © € Xsteps- Then, (z, Ranger(x)) € L.

III. Act™ is a multi-copy of Act, as local terms are expanded
over X;

e Any a € Act is send_intercept(t) or receive_transmit(t),
with ¢ € Msg. Then, al’,...,a%% € Act®, where s =
|Rangeaq(t)| with Rangeag(t) = X ey qps(r) RangEag ().
IV. %9, P and tr® are defined as on T-R expanded over
X9 L, Act® above and homomorphically instantiated.

Point 1.1 in Definition 3.1 says that the agent keeps just
one single local copy of each variables bound to its role. By
1.2, for each party that may provide ag with a value for a
variable free in its role, ag holds a separate copy of that
variable. Indeed, an A-party in NSPK may receive ny’s for
all the B-parties that she engages with. Finally, 1.3 describes
the fact that long-term values may be associated to all m
parties in the system, i.e., the agent has public-keys of all
the parties she communicates to. Point II shows that we
capture a truly unbounded system and we expand the ranges
of variables on-the-fly, as more instances ‘join’ the system.
Point II.1 expresses that constructing a new instance of T-R
makes the ranges of its bound variables grow: at the i-th
instance, this range has a size of n + 1 (as n could cause
logic omniscience). Point I1.2 stipulates that protocol-steps
do not vary with instances. And, upon point III, an agent
will have send or receive actions over all the possible values
(in Rangeaq(t)) derived homomorphicaly from the variables
z in t and their ranges defined as per point II.

DEFINITION 3.2  (CONCRETE (n, m)-INTRUDER). LetT-
Intr = (X,L € X x A,, Act, P,tr) as above. Let m > 1
be the number of all role-agents present in the system. For
an arbitrary role R, let all m = 1 instances of T-R therein
define the set Ag. The concrete (n,m)-intruder Intr(n,m),
or simply Intr, follows the definition of T-In, where:

I X s a multi-copy of X expanded by Ag:

1). For eacht € SentMsgr, for each v € Vars(t), for each
ag, we have that x € X" where x = constr[t*9][v];
Then, let Rangernir(z) be U, ca, Rangeag(v) U R1 U Ra,
where R1 € {Range(v)\{U, e, Rangeag(v)}|v ¢ LT} and
IR1| = n, Rz € {Range(v)\{U, ca, Bangeag(v)}lv € LT}
and |Rz| = m.

2). Let x’ € X' &' = constr[t][v] as above. For each
val in Rangernir(x'), let © = poss[val]. Then, x € X™";
Also, let Rangerntr(z) be ﬁtrue, false}.

II. LTt < xIntry gRange(X) 4 hore (z, Rangernir(x)) € LY
for each z € XT™" as above.

IIT.  Act'™" is a multi-copy of Act, as local terms and
their values are homomorphically expanded over x € XT""
and Rangerntr(x). The resulting DY (-) actions are denoted
Act-DY ™',

IV. J™T PN and trI™" are as in T-Intr expanded over
X Intr pIntr - Act!™ and homomorphically instantiated.

Point 1.1 in Definition 3.2 shows that the intruder can
compose and decompose messages over all the respective
values inside the role-agents present in the system. Then, by

the set R1, we see that for each role-agent that “joins” the
system, Intr gets a new possible value for each variable that
is not long-term; so, he could inject all needed fresh values
in each session. The set R2 shows that he can get long-term
values for all instances; so, he could potentially be a party
in any session using appropriate long-term keys. The rest is
self-explained or explained in the template T-Intr.

DEFINITION 3.3 (CONCRETE (n,m)-ENVIRONMENT).
Let T-Env = (X,L € X x A,u, Act, P,tr) as above. Let
m = 1 be the number all role-agents present in the system.
For an arbitrary role R, let alln = 1 instances of T-R therein
define the set Ag. Then, the concrete (n, m)-environment
Env(n,m) follows the definition of T-Env such that:

o XE™ is a multi-copy of X, where for each t € SentMsgr,
for each v € Vars(t), for each ag instance of T-R, we have
that x € X", with x = log[t*?][v];

Let Rangegny(x) be Rangerntr(x);

o LB o xEnv y gRange(X) yhere (x, Rangepny(x)) € L
for each x € XF™.

o ActF™ s Uageay Act™ L Act-DY Intr,

o B PEM und trP™ are defined as on T-Env expanded
over X LE" ActP"™ and homomorphically instantiated.

Iteration of instances and their systems.

Let R,R',R",... be all protocol roles in the system. As-
sume mpg,Nng,Ngr,... to be the number of instances of
T-R, T-R', T-R",..., respectively, present in the system.
Consider m to be the total numbers of role-agents in the
system. Then, the interactions over all agents i < ngr of
the (i,ngr, m)-concrete instances of T-R with a (ng, m)-
concrete environment and a (ng,m)-concrete intruder, for
each protocol-role T-R, define a concrete or product system
of size m = (ngr,npr,npr,...). This contains a concrete envi-
ronment and a concrete intruder, which we denote Env(m)
and Intr(m), respectively.

Atomic propositions for templates and agents.

Role and agent predicates. Let T-R = (X,L < X x
A, 1, Act, P,t) as above. Let APgr be a set of atomic proposi-
tions over X and Vg : L — P(APg) be a valuation function
of these atoms in T-R. Let ag be an instance of T-R. The
above construction of ag over T-R induces a set APg’ of
atomic propositions over X*9. Let V3’ : L% — P(APR?) be
a valuation function of these atoms in ag.

Let T-Intr = (X', L' € X' x A’,//, Act’, P',t') be as above.
Let APr—rni be a set of atomic propositions over X’. From
the definition of Intr(ng,m), we derive AP (mrm) and
yintr(ngm) . pintrngm) _ pApImtrnrm)y - We do the
same for Env(ng,m). On a concrete system, these are
extended to Env(m) and Intr(m).

Let a product system be built as above and AP be the
union of all its resulting atoms. Then, let
V() : Xyciapn, L' X oo x LM o LEm ) — P(AP) be
defined as V(@)((I%,. .., 11"t Eo@@yy — (| p e Va(1%)},
fora e {1,...,Intr(n), Env(n)}.

Concrete systems.

DEFINITION 3.4 (CONCRETE SECURITY SYSTEM). Let R
be a role, S be a PSS, and m be as above. A concrete se-
curity system (CSS) of size @ for S is the tuple S(n) =
(((agRr)ietr,....npy) R, Intr(m), Env(m), V).



The tuple S(m) given above is an interleaved interpreted
system whose components are defined as in Sections [2| and 3.

The product of local objects (e.g., states, actions) in a
CSS define global objects. The unwound CSS S(m) is the
underlining Kripke structure obtained from a given CSS.
The global actions and the global transition function induce
paths over the global states of a CSS, as usually [16]. The
indistinguishability relations over global states are: ~agh, for
agents, ~rn¢r(m) for the intruder, ~pgn,(m) for the environ-
ment. These are defined on local equalities: g ~; ¢’ iff g;
=g} where j € {agk, Intr(n), Env(n)}, and g; is the local
state of j in the global state ¢g. This indistinguishability
relation is correct cryptographically due to the fact that we
model receiver-transparent protocols.

Specification language.
System properties are expressed in a variant of CTLK [16],
stemming from the following BNF:

pu=p|—d|ove|EX¢|E(QU) | EGH| Kig

where i € T-R, T-Intr and p € APr U APrntr. Dual temporal
modalities and the universal path quantifier A (“for all paths”)
are defined as usual [1§]. These formulae are interpreted over
any unwound interpreted system, like CSSs, as expected [16];
for formula satisfaction, we write S(7) = ¢.

Since variables and atoms are indexed by roles, we now
introduce a variant of indexred CTLK; we will use the AG-
fragment of this.

Formula-schemata. We use abstract formula-schemata
specified over a PSS. Applying instantiations to these, pro-
duces concrete formulae in the corresponding CSSs, irrespec-
tive of the numbers of concrete agents within. With our
models, we only use formulae generated upon this schema:

(), ),

S . . = N -
where =, u, w are lists of variables, x €x, u €eu, w ew,
p € APg, p' € APr—1ptr, ¢ is formed with the atoms p, p'.

[T-R:Z,u,..., T-Intr :2w]t AG(¢(p(x,u), . . .

The values of the variables in # will iterate over the names
of T-R instances, and elements of u and w will span values
of variables inside atoms in APg and APr—rpt,, respectively.

Concrete formulae. An expansion of a schema inside
a CSS is the conjunction over all the ‘names’ a of agents
iterated over with zs, over all the values b inside their atoms
iterated over with Hs, over all references to values ¢ in atoms
of Intr iterated over with w:

AN AG(6(p™ (a,b),...,,p"(c),.. ),

where p*? € AP;Y, p' € AP,
Indexed specifications. A formula following the above

schema is called a v -indezed formula, where v is called the
index of the formula; it denotes all lists of variables bound to

templates as per the schema. We use VgAGgZ)(?) to denote
both an indexed schema in a PSS or its expansion in a

CSS. By #(v) we refer to the vector #(v) = (mg, mgas,...)
denoting the number mpg of variables in 0 bound to each
template T-R; we assume w.l.o.g that mr > 1 for each T-R.
Parameterised model checking and cut-offs of PSS.

Parameterised MC problem [21]. Given a PSS and an
v-indexed formula V;»AGd)(U), the parameterised model

checking problem (PMCP) concerns answering whether

i > #(V), S(7) | V5 AGE(v),

The PMCP is undecidable [3] over general unbounded
transition systems. For systems with communication pat-
terns [21] similar to those of PSSs, the problem can be decided
by finding a cut-off. This is the number of system compo-
nents that suffices to be considered when evaluating a given
specification.

DEFINITION 3.5 (PSS CUTOFF). Let S be a PSS and
v be an arbitrary index in an indexed formula. Let ¢ =
(crycrr, .- .) be a vector of size equal to the number of protocol-
roles R, R in PSS, with cr,cr = 1. The vector ¢ is said to
be a PSS cutoff if the following holds:

S(2) = V= AGH(V) iff Vi > . (S(7) | V- AGo(V)),

where S(1) is S’s unwound CSS of size® = (ng,npg,...).

To give a cut-off for PSS, we need the following notion. A
trivial assignment of variables for an index v assigns different
variables of the same sort (e.g., different nonces) to different
values in their ranges. We can map these values to indices or
natural numbers, since our ranges or our algebra support sets
are infinitely countable; we use this in the next proofs. For

€

VgAGqﬁ(?;) under a trivial assignment, we write AG¢(¢€).

THEOREM 3.1  (SYMMETRY REDUCTION). Let S be a
PSS and v be an arbitrary index in an indexed formula. For
a v -indezed formula V7¢(3), we have that

S(m) =V, ¢(v) iff S(n) = AGs(<),

where S(1) is S’s unwound CSS of size m = (ng,ng,...)

Proof. We adapt [15] for S, poising on receiver-transparency.

This lemma reduces the size of the formulae to check,
making it sufficient to consider exactly one value from the
domains of each of the variables. This is exploited next.

Finding cut-offs for PSSs.

Consider ¢ = (cr,crs,...), where each cg denotes as
many agents as the number of variables admitted by T-
R and appear in V7AG¢(3), plus 1 special agent; i.e., if

(mgr,mpr,...) = #(3)7 then crg = mg + 1 for each protocol-
role T-R. We show that ¢ is a cutoff. To do this, we establish
a relation between the CSS S(¢) and an arbitrary CSS S(7)
with m > ¢. More specifically, we define a function (. that
maps a path in S(¢) to a path in S(7), and a function ¢, that
maps a path in S(7) to a path in S(¢). Since the transition
function in each system is triggered by one precise action
at a time, any sequence ga1a2 ..., where g is a concrete
initial state and a',a?... are concrete actions, specifies a
well-defined path. We begin with (, which is defined as
Cu(gata®..) = g'a’a ..., where

e ¢’ is any initial state in S(¢) such that the intruder’s
poss-variables that refer to a concrete (special) agent ag3?,
for any role R, are set to true;

e foreachi > 1, if a; € Act“gﬁ, where x > cg, then a is
the null action; )

e foreachi>1,if a; € Act“glm%, where x < cg, then a] is
the action obtained from a; by replacing each variable with
index greater than cr with cpg;

e for each i > 1, if a; is an intruder’s action, then aj is
the action obtained from a; by replacing each variable with
index greater than cr with cg.



We now define ¢. by (.(¢g'a’*a’?...) = ga*a®..., where

e g is an initial state in S(7) such that an intruder’s poss-
variable is set to true iff the variable is admitted by the
intruder in S(¢) and it is set to true in S(¢);

o for each i > 1, a* = a'.

On PSSs, we imposed that agents synchronise on actions.
This is the core of the mappings above, which entail the
following theorem, showing ¢ to be our cutoff.

THEOREM 3.6. S(2) |= V=AGo(V) iff S(7) |= V- AGH(V)

for any m > ¢.

PROOF. (=) Assume S(¢) = V?AGz,b(U) and choose T >

¢. By Theorem S(€) = AG¢(€). Let 7 be an arbitrary
path in S(¢) originating from an initial state. We have

that (S(¢),g) = ¢(€) for every g in m. Consider (.(r).
By definition of C., (S(7),g) | ¢(€) for every g in Co().
Therefore, S() = AG$(€).

(<) As above, but using ¢,. [

The above provides a methodology to solve the PMCP for
PSSs by checking every concrete systems up to the cutoff.

4. IMPLEMENTATION

We implemented the theoretical grounds of verifying pa-
rameterised security systems (PSS) in MCMAS-S, as an exten-
sion of the MCMAS-P model-checker [20]. We designed the
input language for MCMAS-S, SISPL, tailored to our semantics.

A MAS-specification language for security proto-
cols. Next, we use SISPL snippets. We start with an SISPL
excerpt for the A-role in NSPK. Template for roles in SISPL
include types of variables with denotation and range as per
the security semantics:

Template Role_A

Protocol Vars: -- bound to the A-role
n_a : {null,atom_a};

end Vars

Log Vars: -- free in the A-role
n_b logs Role_B.n_b;

end Vars

Longterm Vars: -- longterm data
a : {null,alice};

end Vars

Under Log Vars, n_b models the n; free variable in NSPK’s
A-role. So, concrete values for n_b depend on the ranges
defined in the B-role template (i.e., n_b logs Role_B.n_b).
In a concrete system, with each new instance i of Role_A, a
new value atom_a; is added to the growing range of n,, and
each such instance will hold as many copies of n, as there are
instances of Role_B. To encode the operational semantics
of actions, we designed several, overloaded shorthands to be
used in a part called Messaging Actions:

Messaging Actions ...
receive_byTransmit_msg2 composes (+n_a-,-n_b+,+a-);...

The keyword composes denotes that the concrete messages
to be sent or received have ranges homomorphically defined
via the ranges of the variables within. Then, the sign ‘+’ in
front of a variable denotes that the concrete agent has to
have a non-null value for that variable in order for the action
to be enabled or executable (see Section [2). A sign ‘=’ in

front of a variable stipulates that the action is executable
irrespective of the value of this variable; due to composes
(...,~n_b...,), a Role_A agent in NSPK would receive the
second message no matter the value of n_b. For this action,
the ‘+’ preceding n_a is used to implement matching-receive
semantics: an instance of Role_A would not accept the sec-
ond message in NSPK unless its inner value for n, coincided
with her a-priori value of n_a. Lastly, the sign ‘4’ after a
variable implements the setting nature of actions (see Sec-
tion : composes (...,n_b+...,) denotes that the receipt
of NSPK’s second message by an instance of Role_A will as-
sign a concrete value for n_b accordingly. The specification
of protocol and evolution functions is minimalistic (as per
Section and uses PISPL |21] syntax, i.e., as in the MCMAS-P
model-checker that we extended..
We now discuss the environment’s SISPL specification.

Template Environment
Log Vars:
a_log_protocol_msgl logs Role_A.a;
n_a_log_protocol_msgl logs Role_A.n_a;
end Vars
Messaging Actions ...
-- A sends msgl, Env intercepts
sent_intercept_msgl composes
(-a_log_protocol_msg+,-n_a_log_protocol_msgl+,
-b_log_protocol_msgl+);
-- Env’s logs might be rewritten by Intr
tamper_log_msgl composes
(-a_log_protocol_msgl+,-n_a_log_protocol_msgl+,
-b_log_protocol_msgil+) ;

The Log Vars part is inline with T-Env discussed in Sec-
tion [} in an instance-by-instance fashion, the environment
stores the values for all the messages exchanged. In the Mes-
saging Actions part, by the preceding ‘-’ signs, we mean
that the environment does not need any particular value
to intercept messages; this will set all due values (i.e., the
suffix + signs). The tamper_log_msgl lines show the Env-
Intr synchronisation, where Env’s intercepted logs may be
overwritten by Dolev-Yao compositions.

Now consider a snippet from the Intruder template:

. Messaging Actions ...
analz_msg_1_as_enc_pair composes
(—a_in_protocol_msg1+,—n_a_in_protocol_msg1+,
+b_in_protocol_msgl+);...

It is a part of the Dolev-Yao analysis on a NSPK message: if
Intr knows the decrypting key (i.e., “+b_in_protocol_msgl”),
then his variables will be set to the inner-values of this mes-
sage (i.e.,, n_a_in_protocol_msgl+).

The specification of logical formulae is as in PISPL [21].

MCMAS-S: a prototype model checker for security
protocols given as MAS specifications. The input to
MCMAS-S is a PSS S and a set of logical formulae in indexed
CTLK following our schemata, written as SISPL file. The
model checker solves the PMCP for PSS. MCMAS-S is based on
the same core parameterised model checking techniques as
MCMAS-P [21]. In other words, it implements the techniques in
Section 3, exploiting agent-environment synchronisation and
symmetry reductions to find cut-offs as in Theorem[3.6] Once
a cut-off ¢ is calculated, the reachable state-space of S(¢) is
computed and encoded symbolically. Then, the formulae are
checked on this and a result is presented.

MCMAS-S differs from MCMAS-P primarily in that agents can
share variables and ranges. Like in MCMAS-P, the construction



of these ranges is done on-the-fly, as larger systems and
formulae up to the cut-off ¢ are being considered; however,
the semantics in Section 3 implies that in MCMAS-S we expand
these ranges differently with a security-driven fine-tuning in
mind.

The C++ implementation of MCMAS-S is available at [1].

S. EXPERIMENTAL RESULTS

We evaluated our theoretical results and the implementa-
tion by verifying two authentication and key-establishment
protocols: NSPK [27], presented in Section 2, and ARSPC [30].
The PSSs and the indexed CTLK formulas to express their
respective authentication and secrecy goals were coded in a
SISPL file.

Following Section 2, NSPK’s authentication goal is

o el A B !
Ynendp(u',v") — agree_naAB(u,u’, v,v', w,w")),

—
v

AG(enda(u,

where enda € AP4 denotes that template T-A of A-role is
at the end-step of the protocol, %and v range over instances
of T-A, agree_naAB is a conjunction of atoms in AP* and
APP expressing that the values of A, n4 and B are the same
in (instances of) T-A and T-B, and w iterates over the values

- —

of A, na and B inside T-A. Similarly, «’, v’ span instances

of T-B and w’ ranges over the values of the cited variables
inside T-B.
Following Section 2, NSPK’s secrecy goal is
AG(ends(u,v) A endp(u,v') —

ﬁKIntr(holds,na(U, o, v, 0w, w'))),
where holds_na is a conjunction of atoms in AP4 and APg
expressing that the value of n4 is the same in (instances of)
T-A and T-B, and the rest is as previously explained.

By using MCMAS-S, we obtain a cut-off of (2,2) underpin-
ning an attack which refuted the first formula above. This
attack consists of two A-parties and two B-parties, with the
intruder tampering with the sessions of these parties.

Indeed, for the first formula, we also find a counterexample
emulating the famous Lowe-attack [24] on NSPK. For the
second formula, MCMAS-S offers us a longer counterexample
but analogous to that of Lowe’s attack, showing that the
intruder learns the value of n, in an instance of T-A and
replays it to an instance of T-B, with =K pn¢r (holds_na(...))
failing therein.

Many authentication and key-establishment protocols have
inter-session attacks similar to Lowe’s attack in NSPK. Indeed,
ARSPC (Andrew Secure RPC) [30] is a key-establishment pro-
tocol where two concurrent sessions can be exploited in this
way [25]. To avoid this, Lowe proposed |25] a strengthen-
ing [22] of ARSPC.

We used MCMAS-S to check this version of ARSPC against a
CTLK formula similar to NSPK’s authentication-requirement
but expressed for the key established in ARSPC. We found a
cut-off of (2,2) as above; by checking the concrete models,
we were able to establish that Lowe’s version of ARSPC is
correct in the unbounded setting.

On a PC with an Intel(R) Core(TM)2 Quad CPU Q8200
2.33GHz, with 4GB of total memory, running Ubuntu 3.13.0-
55-generic, it takes approximately 5 seconds to find the
cut-offs above and to check the corresponding systems. The
SISPL files for these tests are available together with MCMAS-S
at |1].

6. CONCLUSIONS

Forthcoming pervasive applications in the IOTcall for the
deployment of MAS to be secure. To this end, this paper puts
forward a technique to verify whether the security protocols
underlying these applications are correct in a provable way.
Concretely, we introduced a semantics that accounts for an
unbounded number of protocol sessions and unbounded size
data-exchanges under a Dolev-Yao threat and we defined the
parameterised model checking problem for these. Though
the problem is generally undecidable, in our case we solved it
by analysing a finite number of bounded systems. This was
possible due to our models enjoying agent-environment syn-
chronisations and a certain symmetry, which is in part down
to he class of protocols considered. We mechanised these in
MCMAS-S: a model checker which verifies parameterised MAS
modelling security protocols against requirements given a
fragment of CTLK. We verified versions of the NSPK and AS-
RPC authentication and key-establishment protocols [31], and
we proved their (in)security in an unbounded-session setting.

Related Work. We built upon |20} |21], where the pa-
rameterised model checking problem for MAS and the model
checker MCMAS-P were introduced. However, neither the se-
mantics nor the tool in [20] can account for security models.
For instance, in [20] there is no support for multiple tem-
plates, partitioned variables in templates, or for unbounded
variables and ranges inside the agents; these are needed to
express protocol-roles and the unbounded ranges of, e.g.,
long-term keys.

The Dolev-Yao-based [14] security semantics is widely
adopted in security-verification |5, 29}|12]. But few of these [7]
support agent-driven models and temporal-epistemic speci-
fications. Unlike [7], we consider an unbounded number of
protocol sessions and agents therein, and so we check a pro-
tocol in general terms rather than just draw conclusions for
a specific number of principals and sessions of its exchanges.

ProVerif and Tamarin are tools for security-verification
in unbounded settings |26}, [6], based on methods other than
model-checking. They are semidecidable, halting only when
an attack is found. This is not the case of MCMAS-S, which
ascertains both correctness and incorrectness of unbounded
systems. Moreover, those tools generally cannot handle state-
based properties in unbounded-size models. And even when
they can do so in the bounded setting [4], their requirements
cannot pertain to agency-based logics, so they cannot reason
on the epistemic states of the principals explicitly, as we do
here. As such, it has often been argued that using primitives
on agents’ knowledge can simplify and clarify specifications of
security protocols |2} 17, /11]. Indeed, note that the epistemic
formulae we verify, =Krnir(...)), can be used a la [8] to
express privacy requirements via the attacker’s ignorance
w.r.t. to facts spanning the whole state-space of the systems.

Future Work. We will extend the approach to other
classes of protocols and exhibit the analysis of privacy re-
quirements, given their intrinsic epistemic nature.
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