A combination of explicit and deductive
knowledge with branching time: completeness
and decidability results*

Alessio Lomuscio and Bozena WozZzna

Department of Computer Science, University College London
Gower Street, London WC1E 6BT, United Kingdom
email: {A.Lomuscio,B.Wozna}@cs.ucl.ac.uk

Abstract. Logics for knowledge and time comprise logic combinations
between epistemic logic S5, for n agents and temporal logic. In this
paper we examine a logic combination of Computational Tree Logic and
an epistemic logic augmented to include an additional epistemic operator
representing explicit knowledge. We show the resulting system enjoys
the finite model property, decidability and is finitely axiomatisable. It is
further shown that the expressivity of the resulting system enables us
to represent a non-standard notion of deductive knowledge which seems
promising for applications.

1 Introduction

The use of modal logic has a long tradition in the area of epistemic logic. In
its simplest case (dating back to Hintikka [16]) one considers a system of n
agents and associates an S5 modality KC; for every agent i in the system, thereby
obtaining the system S5,,. In this system, all agents can be said to be logically
omniscient and enjoy positive and negative introspection with respect to their
knowledge (which will always be true in the real world). While the system S5,
can already be seen as a (trivial) combination, or fusion [20], of S5 with itself n
times, more interesting combinations have been considered. For example one of
the systems presented in [17] is a fusion between systems S5,, for knowledge and
system K D45, for belief plus interaction axioms regulating the relationship for
knowledge and belief. The system S5W D,, [22] is an extension of S5, obtained
by adding the “interaction axiom” /\?:_11 $ilivia = O,01a. Other examples
are discussed in the literature, including [23, 2]. The completeness proofs in these
works typically are based on some reasoning on the canonical model [1].
Because of the importance in applications, and in particular in verification,
there has been recent growing interest in combining of temporal with epistemic
logic. This allows for the representation of concepts such as knowledge of one
agent about a changing world, the temporal evolution of the knowledge of agents
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about the knowledge of others, and other various epistemic properties. A first
approach for a logic of knowledge and time was given by Sato in [31]. Sub-
sequently, other logics have been proposed [11,21,32,33]; as it is reported in
[14] there are 96 logics of knowledge and time: 48 are based on the linear time
logic (LTL) and 48 involve branching time. In particular, a variety of semantical
classes (interpreted systems with perfect recall, synchronicity, asynchronicity, no
learning, etc.) have been defined and their axiomatisations shown with respect to
a temporal and epistemic language [25, 26, 14]. This is of particular relevance for
verification of multi-agent systems via model checking, an area that has recently
received some attention [13,18,27,30,34-36].

While these results as a whole seem to constitute a rather mature area of
investigation, the underlying assumption there is that an S5 modality is an
adequate operator for knowledge. This is indeed the case in a variety of scenarios
(typically in communication protocols) when the properties of interests are best
captured by means of an information-theoretic concept. Of interest in these cases
is not what an agent explicitly knows but what the specifier of the system can
ascribe to the agents given the information they have at their disposal. In other
instances S5 is not a useful modality to consider, at least on its own, and weaker
forms of knowledge are called for.

A variety of weaker variants of the epistemic logic S5,, (most of them inspired
by solving what is normally referred to as the “problem of logical omniscience”)
have been developed [19,10,8,15] over the years. The most relevant for this
paper are awareness and explicit knowledge presented in [8,9]. In this work two
new operators: A; and X; are introduced. The former represents the information
an agent has at its disposal; its semantics is not given as in standard Kripke
semantics by considering the accessible points on the basis of some accessibility
relation, but simply by checking whether the formula of which an agent is aware
of is present in its local database, i.e. whether the formula ¢ is i—local in the state
in question. The latter represents the information an agent explicitly knows, this
being interpreted as standard knowledge and awareness of that fact.

The aim of the present paper is two-fold. First, we aim to axiomatise the
concept of explicit knowledge when combined with branching time CTL on a
standard multi-agent systems semantics, and show the decidability of the result-
ing system. Second, we argue that the combination of explicit knowledge with
branching time not only give rise to interesting axiomatisation problems, but
also allows to express some subtle epistemic concepts needed in applications.
In particular, it allows to characterise the notion of “deductive knowledge”!
formalised below.

The rest of the paper is organised as follows. In Section 2 we briefly present
the basics of the underlying syntactical and semantical assumptions used in the
paper. Section 3 is devoted to the construction of the underlying machinery to
prove completeness and decidability, viz Hintikka structures and related con-
cepts. Sections 4 and 5 present the main results of this paper: a decidability

! Our use of the term “deductive knowledge” is inspired by [29], although the focus
in this paper is different.



result and a completeness proof for the logic. We conclude in Section 6 with
some observations on alternative definitions.

2 Temporal Deductive Logic

Logics for time and knowledge provide a fundamental framework for a formal
modelling of properties of multi-agent systems (MASs) [9]. In particular, epis-
temic logics are designed to reason about the knowledge of agents in distributed
and multi-agent systems. They are not taken as describing what an agent actu-
ally knows, but only what is implicitly represented in his information state, i.e.,
what logically follows from his actual knowledge. Temporal logics are used to
model how a state of agents’ knowledge changes over times. Most of them en-
able to express such temporal concepts as “eventually”, “always”, “nexttime”,
“until”, “release”, etc.

In this section, we present Temporal Deductive Logic (TDL), a combina-
tion of the temporal logic CTL [3,6, 5] with different epistemic notions. In fact,
TDL extends standard combinations of branching time epistemic languages by
introducing three further epistemic modalities: awareness, explicit knowledge,
and deductive knowledge. These new modalities can be combined with Boolean
connectives, temporal and standard epistemic operators or nested arbitrarily.

2.1 Syntax

Assume a set of propositional variables PV also containing the symbol T stand-
ing for true, and a set of agents AG = {1,...,n}, where n € {1,2,3,...}. The
set WF of well-formed TDL formulae is defined by the following grammar:

p:=p|l-p|eVe|EOp|E(pUp) | A(pUe) | Kip | Aip | Xip,

where p € PV and i € AG.

In the above syntax, a path quantifier, either A (”for all the computation
paths”) or E ("for some computation paths”) is immediately followed by the
single one of the usual linear-time operators O (“next time”) and U (“until”).
This implies that the above grammar defines only one type of temporal formulae,
namely state formulae; this is a traditional name for the temporal formulae
that are interpreted over states only rather than over paths. In fact, the above
syntax extends CTL with standard epistemic modality /C; as well as operators
for explicit knowledge (X;) and awareness (A;) as in [9]. The formula X;¢p is
read as “agent i knows explicitly that ¢”, the formula A;p is read as “agent i
is aware of ¢”, and K;p (the standard epistemic modality) is read as “agent i
knows (implicitly) that ¢” . We shall further use the shortcut D;¢p to represent
E(K;aUX;a). The formula D;p is read as “agent ¢ may deduce ¢ (by some
computational process)”.

The remaining operators can be introduced as abbreviations in the usual
way, i.e. a A S = A(haVap), a =B = ~aVp, ae o (a=>BANB=>a),

AOa ¥ -EO-a, E{a =] E(TUa), Ada wf A(TUa), EOa o =Ad-a, Ala «f

—“E¢-a, A(@Wp) ¥ ~E(-al-8), E(aWp) & —A(-al-8), Kia ¥ -~Ki(-a).



We conclude this section with some essential definitions, used later on in all
the proofs.

Let ¢ and ¢ be TDL formulae. ¢ is a sub-formula of ¢ if either (a) ¢ = ¢;
or (b) ¢ is of the form —a, EOa, K;a, X;a, A;a, or D;a, and 9 is a sub-formula
of a; or (c) ¢ is of the form a V 3, E(alUf),or A(aUfB) and v is a sub-formula of
either a or S.

The length of ¢ (denoted by |¢|) is defined inductively as follows:
If o € PV, then |¢| =1,

If ¢ is of the form —a, K;a, X;a, or A;a, then || = |a| + 1,

If ¢ is of the form EOq, then |p| = |a| + 2,

If ¢ is of the form a V j then |¢| = |a| + 3] + 1.

If ¢ is of the form A(aUpB) or E(aUpB), then |¢| = |a| + |B] + 2.

2.2 Semantics

Traditionally, the semantics of temporal logics with epistemic operators is defined
on interpreted systems, defined in the following way [9].

Definition 1 (Interpreted Systems). Assume that each agent i € AS is as-
sociated with a set of local states L;, and the environment is associated with a set
of local states L.. An interpreted system is a tuple IS = (S, T,~1,...,~n, V),
where S C [], L; x L. is a set of global states; T C S x S is a (serial) tem-
poral relation on S; ~;C S x S is an (equivalence) epistemic relation for each
agent i € ASG defined by: s ~; s iff 1;(s") = 1;(s), where l; : S—>L; is a function
returning the local state of agent i from a global state; V : S—2PV is a valuation
function. V assigns to each state a set of propositional variables that are assumed
to be true at that state.

For more details and further explanations of the notation we refer to [9].

In order to give a semantics to TDL we extend the above definition by means
of local awareness functions, used to indicate the facts that agents are aware of.
As in [9], we do not attach any fixed interpretation to the notion of awareness,
i.e. to be aware may mean “to be able to figure out the truth”, “to be able to
compute the truth within time T”, etc.

Definition 2 (Model). Given a finite set of agents AG = {1,...,n}, a model
is a tuple M = (S,T,~1,...,;~n, V, Ay, .o Ay, where S, T, ~;, and V are
defined as in the interpreted system above, and A; : Li—2"V7 is an awareness
function assigning a set of formulae to each state, for each i € AG.

Intuitively, A;(l;(s)) is a set of formulae that the agent i is aware of at
state s, i.e. the set of formulae for which the agent can assign a truth value to
(unconnected with the global valuation), but he does not necessarily know them.
Note that the set of formulae that the agent is aware of can be arbitrary and may
not be closed under sub-formulae. Note also that the definition of a model is an
extension of the awareness structure, introduced in [9], by a temporal relation.
Moreover, it restricts the standard awareness function to be defined over local
states only. A review of other restrictions, which can be placed on the set of



formulae that an agent may be aware of, and their consequences is given in
Section 6.

A path in M is an infinite sequence 7 = (sg,$1,...) of states such that
(si,8i41) € T for each i € IN. For a path 7 = (s, 51, .. .), we take w(k) = si. By
I1(s) we denote the set of all the paths starting at s € S.

Definition 3 (Satisfaction). Let M be a model, s a state, and a, § TDL for-
mulae. The satisfaction relation |=, indicating truth of a formula in model M at
state s, is defined inductively as follows:

(M,s) =p iffp€V(s), (M,s) = aABiff (M,s) |z a and (M, s) |= B,

(M, s) E~aiff(M,s) #a, (M,s)EEO«a iff(3r € II(s))(M,r(1)) E a,

(M, s) = BE(aUB) iff 3 € I1(s))(Im > 0)[(M, w(m)) |= B and (Vj < m)(M,n(j)) |= o],
(M, s) = A(aUB) iff (Vr € I1I(s))(3m > 0)[(M, w(m)) |= B and (Vj < m)(M,n(j)) | o,
(M, s) E Kia iff (Vs' € S) (s ~i s implies (M,s") = ),
(M, s) E Aia iff a € A;(1;(s)),
(M, s) = Xia iff (M, s) E Kia and (M, s) E Aia.

‘ “

M,s = EXa M, s = E(aUp) M,s = A(aUp)
Let « € As (la(s)). Then:
W) M5 E A

8 (2) M,s = Xoa

M,s = Ko

Fig. 1. Examples of TDL formulae which hold in the state s of the model M.

Note that since D;a is a shortcut for E(K;allX;a), as defined on page 3, we
have that (M, s) | D;a iff (M,s) E E(K;aUX;a). Note also that satisfaction
for X; can be defined simply on K; and A;, but we will find it convenient in
the axiomatisation to have a dedicated operator for A;. This is in line with [9].
Satisfaction for the Boolean and temporal operators as well as the epistemic
modalities ;, X;, A; is standard (see Figure 1 for some examples of TDL for-
mulae holding in a state of a given model). The formula D;a holds at state s
in a model M if IC;a holds at s and there exists a path starting at state s such
that X;a holds in some state on that path and always earlier ;o holds. The
meaning captured here is the one of potential deduction by the agent: the agent



is able to participate in a run (path) of the system under consideration, which
leads him to the state, where he knows explicitly the fact in question. Moreover,
from an external observer point of view, the agent had enough information from
the beginning of such run to deduce the fact. The computation along the path
represents, in abstract terms, the deduction performed by the agent to turn im-
plicit into explicit knowledge. Note that the operator D; is introduced to account
for the process of deduction; other processes resulting in explicit knowledge (dis-
covery, communication, ...) are possible but are not modelled by it. Alternative
definitions of deductive knowledge are possible, and we discuss few of them in
Section 6.
We conclude this section with some other essential definitions.

Definition 4 (Validity and Satisfiability in a Model). Let M be a model.
A TDL formula ¢ is valid in M (written M |= ), if M,s |= ¢ for all states
s € S. A TDL formula ¢ is satisfiable in M, if M,s |= ¢ for some state s € S.

Definition 5 (Validity and Satisfiability). A TDL formula ¢ is valid (writ-
ten = @), if ¢ is valid in all the models M. A TDL formula ¢ is satisfiable if it
is satisfiable in some model M. In the latter case M is said to be a model for .

3 Finite Model Property for TDL

In this section we prove that the TDL language has the finite model property
(FMP); a logic has the FMP if any satisfiable formula is also satisfiable in a finite
model. The standard way of proving such a result for modal logics is to collapse,
according to an equivalence relation of finite index, a possibly infinite model to
a finite one (so called quotient structure or filtration), and then to show that
the resulting finite structure is still a model for the formula in question. The
technique, for example, has been used in [12] to prove that PDL has FMP.

For some logic (in particular for TDL) the quotient construction yields a
quotient structure that is not a model, however, it still contains enough infor-
mation to be unwound into a genuine model. Therefore, to prove FMP for TDL,
we follow [7], where a combination of the filtration and unwinding technique has
been applied to prove FMP for CTL2. We begin with providing definitions of
two auxiliary structures: a Hintikka structure for a given TDL formula, and the
quotient structure for a given model, also called - in the classical modal logic -
filtration.

Definition 6 (Hintikka structure). Let ¢ be a TDL formula, and AG =
{1,...,n} a set of agents. A Hintikka structure for ¢ is a tuple HS = (S, T, ~1,
cern, LA oL Ay such that the elements S, T, ~;, and A;, for i € AS, are
defined as in Definition 2, and L : S—2"7 is a labelling function assigning a
set of formulae to each state such that ¢ € L(s) for some s € S. Moreover, L
satisfies the following conditions:

% Here, we would like to emphasise that despite the fact that in [7] a logic CTL" is
introduced as a underlying formalism, the decidability and completeness results are
given for CTL only.



H.1. if ~a € L(s), then a ¢ L(s)
H.2. if =—~a € 1(s), then o € L(s)
H.3. if (aVp) € L(s), then a € L(s) or B € L(s)
H.4. if ~(aV B) € L(s), then ~a € L(s) and —f € L(s)
H.5. if E(@UB) € L(s), then B € L(s) or a AEOE(aUp) € L(s)
H.6. if ~E(aUp) € L(s), then =8 A ~a € L(s) or =3 A ~EOE(alp) € L(s)
H.7. if A(QUP) € L(s), then B € L(s) or a A =EO(-A(aUp)) € L(s)
H.8. if ~A(aUp) € L(s), then =8 A -a € L(s) or =3 A EO(-A(aUp)) € L(s)
H.9. if EO«a € L(s), then (3t € S)((s,t) € T and o € L(t))
H.10. if “EQ«a € 1(s), then (Vt € S)((s,t) € T implies ~a € L(t))
H.11. if E(QURB) € L(s), then (3n € II(s))(3n > 0)(B € L(w(n))
and (V5 < n)a € L(x(j)))
H.12. if A(QUB) € L(s), then (Vx € II(s))(3n > 0)(B € L(n(n))
and (Vj < n)a € L(n(j)))
H.18. if Kia € L(s), then a € L(s)
H.14. if Kia € L(s), then (Vt € S)(s ~; t implies o € L(t))
H.15. if ~K;a € L(s), then (3t € S)(s ~; t and -« € L(t))
H.16. if X;a € L(s), then Kija € L(s) and A;(a) € L(s)
H.17. if =X € L(s), then =K;a € L(s) or mA;a € L(s)
H.18. if s ~i t and s ~; u and K;a € L(t), then o € L(u)
H.19. if Aia € 1(s), then a € A;(1;(s))
H.20. if ~Aia € L(s), then a & A;(1;i(s))

Note that the Hintikka structure differs from a model in that the assignment
L is not restricted to propositional variables, nor it is required to always contain
p or —p for every p € PV. Further, the labelling rules are of the form ”if” and not
”if and only if”. They provide the requirements that must be satisfied by a valid
labelling, but they do not require that the formulae belonging to L(s) form a
maximal set of formulae, for any s € S. This means that there are formulae that
are satisfied in a given state but they are not included in the label of that state.
As usual, we call the rules H1-H8, H13, and H16 propositional consistency rules,
the rules H9, H10, H14, H15, H17, and H18 — H20 local consistency rules, and
the rules H11 and H12 the eventuality rules.

A consequence of such a definition of the Hintikka structure is the following:

Lemma 1 (Hintikka’s Lemma for TDL). A TDL formula ¢ is satisfiable
(i.e., v has a model) if and only if there is a Hintikka structure for .

Proof. Tt is easy to check that any model M = (S, T, ~1,...,~n, V,A1,..., A,)
for ¢ is a Hintikka structure for ¢, when we extend V to cover all formulae which
are true in a state, i.e., in M we replace V by L that is defined as: a € L(s) if
(M,s) Ea,forall seS.

Conversely, any Hintikka structure HS = (S5, T,~1,...,~n, L A1,..., A,)
for ¢ can be restricted to form a model for ¢. Namely, it is enough to restrict L.
to propositional variables only, and require that for every propositional variable
p appearing in ¢ and for all s € S either p € L(s) or —p € L(s). O

Now we proceed to define the quotient structure for a given model M. The
quotient construction depends on an equivalence relation on states of M of a



finite index, therefore we first have to provide such a relation. We will define

it with respect to the Fischer-Ladner closure of a TDL formula ¢ (denoted by

FL(y)) that is defined by: FL(p) = CL(¢)U{~a | o € CL(p)}, where CL(yp) is

the smallest set of formulae that contains ¢ and satisfies the following conditions:
(a). if ma € CL(p), then a € CL(yp),

(b). if aV 8 € CL(yp), then a, 8 € CL(yp),

(c). if E(aUB) € CL(p), then a, 3, EOE(aUfB) € CL(y),
(d). if A(aUpB) € CL(yp), then a, 8, AOA(aUB) € CL(yp),
(e). if EOa € CL(yp), then o € CL(¢p),

(). if K;a € CL(p), then a € CL(yp),

(g). if A;a € CL(p), then o € CL(p),

(h). if X;a € CL(p), then Kja € CL(p) and A;a € CL(y),

Note that for a given TDL formula ¢, FL(yp) is a finite set of formulae, as
the following lemma shows; hereafter, the size of a set A (denoted by Card(A))
is the cardinality of A.

Lemma 2. Let ¢ be a TDL formula. Then, Card(FL(p)) < 2(|¢| + 3).
Proof. Straightforward by induction on the length of (. d

Definition 7 (Fischer-Ladner’s equivalence relation). Let ¢ be a TDL
formula and M = (S,T,~1,...,~n, V,A1,...,A,) a model for p. The relation
$FL(p) On a set of states S is defined as follows:

s <L) 8 if (Vo € FL(p))(M,s) E aiff (M,s") E a)
By [s] we denote the set {w € S | w < pr(,) s}

Observe that <»pr(,) is indeed an equivalence relation, so using it we can
define the quotient structure for a given TDL model.

Definition 8 (Quotient structure). Let ¢ be a TDL formula, M = (S,T, ~1,
s~ Vo B, Ay) a model for o, and < pr(,) a Fischer-Ladner’s equiva-
lence relation. The quotient structure of M by <> pr(,) is the structure Mo, ., =
(S, T, ~, ..., ~ U AL, .. ALY, where
- S'"={[s]| s €S},
- T'={(s),[s']) € §' xS | (Fw € [s])(Fw' €[s']) s.t. (w,w'") €T},
— for each agent i, ~i= {([s],[s']) € S' x S' | (Fw € [s))(Fw' € [¢]) s.t
(w,w') €~i},
- L': S’|—>2FL(‘P) is a function defined by: I ([s]) = {a € FL(p) | (M, s) |E a},
— AL 1S 2FL(9) §s o function defined by: Al (I4([s])) = Useps Ai (li(2)), for
each agent i. I} : S'—2Li is a function defined by: l)([s]) = Useps Li(t)- It
returns a set of local states for agent i € AG for a given set of global states.

Note that the set S’ is finite as it is the result of collapsing states satisfy-
ing formulae that belong to the finite set F'L(p). In fact we have Card(S") <
2Cerd(FL(¥)) Note also that A/ is well defined.

The quotient structure cannot be directly used to show that TDL has FMP.
This is because the resulting quotient structure may not be a model, as the
following lemma shows.



Lemma 3. The quotient structure does not preserve satisfiability of formulae
of the form A(aUp), where a,8 € WF. In particular, there is a model M for
A(TUp) with p € PV such that M, ., is not a model for A(TUp).

Proof.[Idea] Consider the following model M = (S, T, ~,V, A) for A(TUp), where
S ={s0,81,---,}, T = {(s0,50)} U {(5i,8i—1) | © > 0}, ~= {(s4,8i) | i > 0},
p € V(so) and p & V(s;) for all i > 0, and A(s;) = @ for all 4 > 0. Observe that
in the quotient structure of M two distinct states s; and s; for 4,5 > 0 will be
identified, resulting in a cycle in the quotient structure, along which p is always
false. Hence A(TUp) does not hold along the cycle. O

Although the quotient structure of a given model M by < pr(,) may not
be a model, it satisfies another important property, which allows us to view it
as a pseudo-model, a definition of which is defined later on; it can be unwound
into a proper model that can be used to show that the TDL language has the
FMP property. To make this idea precise, we introduce the following auxiliary
definitions.

An interior (respectively frontier) node of a directed acyclic graph (DAG)? is
one which has (respectively does not have) a successor. The root of a DAG
is the node (if it exists) from which all other nodes are reachable. A frag-
ment M = (S, T',~1,...,~ L' JA],...,A],) of a Hintikka structure HS =
(S, T, ~1, .- y~n, LAy, ..., Ay) is a structure such that (S',T") generates a fi-
nite DAG, in which the interior nodes satisfy H1-H10 and H13-H20, and the
frontier nodes satisfy H1-H8, and H13, H16-H20. Given M = (S,T,~1,...,~n,
LAy,...,A,) and M' = (S, T',~,...,~ L AT, ..., Al), we say that M is
containedin M', and write M C M',if S C S", T =T'N(SxS), ~;=~} N(SxS),
L=1"S, A; = A}|L;.

Definition 9 (Pseudo-model). Let ¢ be a TDL formula. A pseudo-model
M= (S8T,~1,...,~n,LA1,..., Ay) for ¢ is defined in the same manner as a
Hintikka structure for o in Definition 6, except that condition H12 is replaced
by the following condition H'12: (Vs € S) if A(aUB) € L(s), then there is a
fragment (S',T',~, ..., ~0 L/ AL, ... A)) C M such that: (a) (S',T") gener-
ates a DAG with root s; (b) for all frontier nodes t € S', B € L'(t); (c) for all
interior nodes u € S', a € L (u).

Now we can prove the main claim of the section, i.e., the fact that TDL has
the finite model property.

Theorem 1 (FMP for TDL). Let ¢ be a TDL formula. Then the following
are equivalent:

1. ¢ is satisfiable

2. There is a finite pseudo-model for

3. There is a Hintikka structure for ¢

3 Recall that a directed acyclic graph is a directed graph such that for any node v,
there is no nonempty directed path starting and ending on v.



Proof. (1) = (2) follows from Lemma 4, presented below. To prove (2) = (3)
it is enough to construct a Hintikka structure for ¢ by “unwinding” the pseudo-
model for ¢. This can be done in the same way as is described in [7] for the
proof of Theorem 4.1. (3) = (1) follows from Lemma 1. O

Lemma 4. Let ¢ be a TDL formula, FL(p) the Fischer-Ladner closure of ¢,
M = (S5T,~1,--c;~n,V,A1,...,A,) a model for ¢, and My, , =
(8", T~y ~n, LAY L AL) the quotient structure of M by <> pr(,)- Then,
M4y, 18 a pseudo-model for .

Proof. The proof for the temporal part of TDL follows immediately from Lemma
3.8 in [7]. Consider now ¢ to be of the following forms: —K;a, X;a, and A;a.
The other cases can be proven in a similar way.

1. ¢ = =K;a. Let (M,s) E —K;a, and =K;a € L([s]). By the definition of
=, we have that (3t € S) such that s ~; t and (M,t) E —a. Thus, by
the definitions of <+pp(,) and L, we have that ~a € L([t]). Therefore, by
the definition of ~} we conclude that 3[t] € S’ such that [s] ~ [t] and
—a € L([t]). So, condition H15 is fulfilled.

2. ¢ = X;a. Let (M, s) = X;a, and X;a € L([s]). By the definition of =, we
have that (M,s) = Kia and (M,s) | Aia. By the definition of < pr(y,)
and L, we have that K;a € L([s]) and A;a € L([s]). So, condition H16 is
fulfilled.

3. ¢ = Aja. Let (M,s) = A;ja, and Aja € L([s]). By the definition of |,
we have that a € A;(l;(s)). Since A; (1;(s)) C AL (li([s])), we have that o €
A} (Zi([s]))- So, condition H19 is fulfilled.

O
In the subsequent sections we will present an algorithm for deciding satisfi-
ability and an axiomatic system for proving all valid formulae in TDL.

4 Decidability for TDL

Let ¢ be a TDL formula, and F'L(y) the Fischer-Ladner closure of ¢. We define
A C FL(p) to be mazimal if for every formula a € FL(p), either a« € A or
- € A.

Theorem 2. There is an algorithm for deciding whether any TDL formula is
satisfiable.

Proof. Given a TDL formula ¢, we construct a finite pseudo-model for ¢. We
proceed as follows.
1. Build a structure M°? = (89,70, ~9 ... ~0 1O A ... AD) for ¢ in the
following way:
— 8% = {A C FL(p) | A maximal and satisfying all the propositional
consistency rules};
— T C S% x 8% is the relation such that (A;,As) € T iff ~EOa € A
implies that —a € Ay;
— for each agent i € AG, ~{C S%x S is the relation such that (A1, As) €~;
iff {a | Kia € Al} - Az;



— L°(A) = A4;
— assume that for each agent i € AG the set of local states L; is equal to
S9. Then, A? (A) = {a | Aja € A} for each agent i € ASG.
It is easy to observe that M©, as constructed above, satisfies all the propo-
sitional consistency properties; property H10 (because of the definition of
T9), property H14 (because of the definition of ~?), and properties H19 and
H20 (because of the definition of A?).

2. Test the above structure M for fulfilment of the properties H9, H11, H'12,
H15, H17, and H18 by repeatedly applying the following deletion rules until
no more states in the pseudo-model can be deleted.

(a) Delete any state which has no T°-successors.

(b) Delete any state A; € S such that E(aUB) € A (respectively A(allf) €
A;) and there does not exist a fragment M C M9 such that: (i) (S",T")
is a DAG with root Ay; (ii) for all frontier nodes Ay € S”, B € As; (iii)
for all interior nodes Az € ", a € As.

(c) Delete any state A; € SY such that =K;a € A;, and A; does not have
any ~? successor A, € S° with —a € A,.

(d) Delete any state A € S° such that ~X;a € A and K;a € A and o €
£9(2).

(e) Delete any state A; € SO such that A; ~9 Ay and Ay ~? Az and a € A,
and K;—a € As

We call the algorithm above the decidability algorithm for TDL.

Claim (1). The decidability algorithm for TDL terminates.
Proof. The termination is obvious given that the initial set S° is finite.

Claim (2). Let M = (S,T,~1,...,~n, L, A1,...,A;) be the resulting structure
of the algorithm. The formula ¢ € WF is satisfiable iff ¢ € s, for some s € S.
Proof. In order to show the part right-to-left of the satisfaction property, note
that either the resulting structure is a pseudo-model for ¢, or S = () (this can
be shown inductively on the structure of the algorithm). Any pseudo-model for
 can be extended to a model for ¢ (see the proof of Theorem 1).

Conversely, if o is satisfiable, then there exists a model M* such that M* | ¢.
Let Meypp,, = M' = (S, T',~1,...,~, L', A'1,..., ;) be the quotient struc-
ture of M* by < pr(y)- By Theorem 1 we have that M' is a pseudo-model for
. So, I satisfies all the propositional consistency rules, the local consistency
rules, and properties H11 and H'12. Moreover, by the definition of L' in the
quotient structure, I/ (s) is maximal with respect to FL(p) for all s € S'.

Now,let M" = (8", T",~Y,....,~! L' A"1,...,A",) be a structure defined
by step 1 of the decidability algorithm, and f : S'—S"” a function defined by
f(s) = L/(s). The following conditions hold:

1. if (s,t) € T", then (f(s), f(t)) € T";

Proof (via contradiction): Let (s,t) € T' and (f(s), f(t)) ¢ T". Then, by the

definition of T we have that “EOQa € f(s) and a € f(t). By the definition

of f, we have that “EO« € LI (s) and a € I (¢). So, by the definition of L in
the quotient structure we have that M*,s = “EO«a and M*,t |= a, which

contradict the fact that (s,t) € T".



2. if (Sat) GN;’; then (f(s)af(t)) GNIi’;
Proof (via contradiction): Let (s,t) €~} and (f(s), f(t)) ¢~; . Then, by the
definition of ~; we have that K;a € f(s) and a ¢ f(¢). By the definition
of f, we have that ;o € L'(s) and a ¢ L' (¢). So, by the definition of L' in
the quotient structure we have that M*,s = K;a and M*,t = —a, which

contradict the fact that (s,t) €~!.
Thus, the image of M’ under f is contained in M", i.e., M' C M". It remains
to show that if s € S, then f(s) € S” will not be eliminated in step 2 of the
decidability algorithm. This can be checked by induction on the order in which
states of S” are eliminated. For instance, assume that s € S’, and A(aUB) €
f(s). By the definition of f, we have that A(aUpB) € L' (s). Now, since M’ is a
pseudo-model, by Definition 9 we have that there exists a fragment rooted at s
that is contained in M’ and it satisfies property H'12. Thus, since f preserves
the above condition (1), we have that there exists a fragment rooted at f(s) that
is contained in M" and it satisfies property H'12. This implies that f(s) € S"”
will not be eliminated in step 2(b) of the decidability algorithm. Other cases can
be proven similarly. Therefore, it follows that for some s € S we have ¢ € L(s).

|

5 A Complete Axiomatic System for TDL

Recall, an aziomatic system consists of a collection of azioms schemes and in-
ference rules. An axiom scheme is a rule for generating an infinite number of
axioms, i.e. formulae that are universally valid. An inference rule has the form
“from formulae @1, .. ., @, infer formula ¢”. We say that ¢ is provable (written
F ) if there is a sequence of formulae ending with ¢, such that each formula
is either an instance of an axiom, or follows from other provable formulae by
applying an inference rule. We say that a formula ¢ is consistent if = is not
provable. A finite set {1, ..., pn} of formulae is consistent exactly if and only
if the conjunction @1 A...A @y, of its members is consistent. A set F of formulae
is a mazimally consistent set if it is consistent and for all ¢ ¢ F, the set F'U{p}
is inconsistent. An axiom system is sound (respectively, complete) with respect
to the class of models, if F ¢ implies = ¢ (respectively, if |= ¢ implies - ).

Let i € {1,...,n}. Consider system TDL as defined below:

PC. All substitution instances of classical tautologies.

T1. EOT T2. EO(a V 8) < EOa Vv EOB

T3. E(aUpB) & BV (a AECE(aUp)) T4. A(aUB) & BV (aANAOCA(alUS))
Kl. (KiaAKi(a=8)) = Kip K2. Kia = a

K3. K;a = K;-K;a X1. Xja < K;aA A;a

Al. A;a= KA« A2. Ao = Ki—A;a

R1. From « and a = g infer 8 (Modus Ponens)

R2. From « infer K;a, i =1,...,n (Knowledge Generalisation)

R3. From a = f infer EOCa = EOS
R4. From v = (-8 AEO%) infer v = -A(aUp)
R5. From v = (=8 A AO(y V =E(alUp))) infer v = -E(alf)



Theorem 3. The system TDL is sound and complete with respect to the class
of models of Definition 1, i.e. = ¢ iff b ¢, for any formula ¢ € WF.

Proof. Soundness can be checked inductively as standard. For completeness, it
is sufficient to show that any consistent formula is satisfiable. To do this, we
first construct the structure M = (S,T,~1,..., ~n, LAy, ..., A,) for ¢ just
as in step 1 of the decidability algorithm for TDL. We then execute step 2 of
the algorithm, obtaining a pseudo-model for ¢. Crucially we show below that
if a state s € S is eliminated at step 2 of the algorithm, then the formula
s = Mge, @ is inconsistent. Observe now that for any o € FL(yp) we have
FaeV §losad,, . Thus, in particular, we have - ¢ < \/ 212824 o,
Thus, if ¢ is consistent, then some s is consistent as well for some s € S. It
follows by Claim 2 of Theorem 2 that this particular s is present in the pseudo-
model resulting from the execution of the algorithm. So, by Theorem 1, ¢ is
satisfiable. Note that pseudo-models share the structural properties of models,
i.e., their underlying frames have the same properties.

It remains to show that if a state s € S is eliminated at step 2 of the
algorithm then the formula 1), is inconsistent. Before we do it, we need some
auxiliary claims.

Claim (3). Let s € S and a € FL(p). Then, a € s iff F 95 = a.

Proof. (’if’). Let a € s. By the definition of S, we have that any s in S is
maximal. Thus, —a ¢ s. So, F ¢¥s = a. (only if’). Let F ¢ = a. So, since s is
maximal we have that a € s. |

Claim (4). Let s,t € S, both of them be maximal and propositionally consistent,
and s ~; t. If a € ¢, then = K;—a € s.

Proof.[By contraposition] Let @ € ¢t and —K;—a ¢ s. Then, since s is maximal we
have that K;—a € s. Thus, since s ~; t, we have that —«a € ¢t. This contradicts
the fact that « € t, since t is propositionally consistent. |

Claim (5). Let s € S be a maximal and consistent set of formulas and « such
that F a. Then « € s.

Proof. Suppose a € s and F «. Since s is maximal then —a € 5. So ~a A 9, is
consistent where 1, where 1, € s. So by definition of consistency we have that
V =(—a A1), so tf aV —1p,. But we have - a V 1), so this is a contradiction.
O

We now show, by induction on the structure of the decidability algorithm for
TDL, that if a state s € S is eliminated, then F —,.

Claim (6). If 15 is consistent, then s is not eliminated at step 2 of the decidability
algorithm for TDL.
Proof.
(a). Let EO«a € s and 9, be consistent. By the same reasoning as in the proof of
Claim 4(a) in [7], we conclude that s satisfies H9. So s is not eliminated.
(b). Let E(aUp) € s (respectively, A(aUp) € s) and suppose s is eliminated at
step 2 because H11 (resp. H'12) is not satisfied. Then 1), is inconsistent. The
proof showing that fact is the same as the proof of Claim 4(c) (respectively
Claim 4(d)) in [7].



(¢). Let =K;a € s and 9 be consistent. Consider the set S_, = {—~a}U{8 | K8 €
s}. We will show that S-, is consistent. Suppose that S-, is inconsistent.
Then, - i A...ABm = a, where §; € {f | K;f € s} for j € {1,...,m}. By
rule R2 we have - K;((81 A...ABn) = a). By axioms K1 and PC we have
F(KibiA. . .AKiBm) = Kia. Since each K;6; € sfor j € {1,...,m} and s is
maximal and propositionally consistent, we have K;a € s. This contradicts
the fact that 1, is consistent. So, S is consistent. Now, since each set of
formulae can be extended to a maximal one, we have that S—, is contained
in some maximal set t. Thus —~a € t, and moreover, by the definition of
~; in M and the definition of S—, we have that s ~; ¢t. Thus s cannot be
eliminated at step 2(c) of the decidability algorithm.

(d). (By contradiction) Let = X;a € s and s be eliminated at step 2(d) (because
H17 is not satisfied). We will show that v, is inconsistent. Since ~X;a € s,
by Claim 3 we have that F ¢, = —X;a. Since H17 fails, by Claim 3 we have
that F ¢; = K;a A A;a. So, by axiom X1 we have b 9, = X;a. Therefore,
we have that F ¢ = -X;a and F ¢, = X;a. This implies that F ¢s = L.
Thus, 15 is inconsistent.

(e). Suppose that s is consistent and it is eliminated at step 2(e)(because H18
is not satisfied) of the decidability algorithm. Thus, we have that s ~; t,
s ~;u,a €t,and K;—a € u. So, since s ~; t, a € t, s and t are maximal
and propositionally consistent, by Claim 4 we have that -K;—a € s. Since s
is maximal and consistent, by axiom K3 and Claim 5, we have that —=/C;—~a =
K;i—=K;—a € s. Therefore, we have that K;—=K;—a € s. Thus, since s ~; u,
we have that —/C;—a € u. But this is a contradictions given that ;—a € u
an u is propositionally consistent. So s is inconsistent. Therefore s cannot
be eliminated at step 2(e) of the decidability algorithm.

O

We have now shown that only states s with v, inconsistent are eliminated.
This ends the completeness proof. |

6 Discussion

In the paper we have shown that the logic TDL is decidable, and can be axioma-
tised. TDL permits to express different concepts of knowledge as well as time.
In the following we briefly discuss alternative definitions of the notions defined
in TDL.

Let us first note that the semantics of explicit knowledge in TDL is defined as
in [9], with the difference that we assume the awareness function to be defined on
local states (as opposed to global states as in [9]). In other words we have that: if
s ~; t, then A; (I;(s)) = A; (1;(t)). Although this is a special case of the definition
used in [9], we find this natural for the tasks we have in mind (communication,
fault-tolerance, security *, ...), given that all the information the agents will have
in these cases can be represented in their local states.

4 Using the TDL framework, it is easy to capture the capabilities of the Dolev — Y ao
adversary [4]; we specify how the adversary can extract an intercepted message by
defining an adequate awareness function. Moreover, using TDL we can perform a se-



Next, observe that the considered notion of explicit knowledge is sound, i.e.,
the following axiom is valid on TDL models: X;a = K;a, but it is not complete
i.e., £ K;a = X;a holds. Note also that defining awareness on local states forces
the following two axiom schemas to be valid on TDL models: A;a = K;A;a and
-A;a = K;—A;a. These do not seem counterintuitive.

Further restrictions can be imposed on the awareness function. One consists
in insisting that the function A; maps consistent sets. If this is the case, the
formula A;a = —A;(—a) becomes valid on TDL models. While this is a perfectly
sound assumption in some applications (for instance in the case A; models a
consistent database), for the aims of our work it seems more natural not to
insist on this condition.

An even more crucial point is whether the local awareness functions should
be consistent among one another, whether a “hierarchy of awareness” should
be modelled, and whether they should at least agree with the global valuation
function. In this paper we have made no assumption about the power of differ-
ent agents; insisting this is the case is again reasonable in some scenarios but
not considered here. It should be noted that forcing consistency between any
A; and V would make awareness and explicit knowledge collapse to the same
modality. Further, knowledge about negative facts would be impaired given that
A; would only return propositions. The interested reader should refer to [9] for
more details.

We have found that the decidability and completeness proofs presented here
can be adapted to account for different choices on the awareness function, pro-
vided that appropriate conditions are included in the construction of Hintikka
structures.

The notion presented here of deductive knowledge is directly inspired by the
notion of algorithmic knowledge of [15,29]. Typically, formalisms for algorithmic
knowledge capture the notion of which the derivation algorithm is used to obtain
a formula, and whether these derivations are correct and complete. The work
presented here, on the other hand, focuses on the meta-logical properties of these
notions, something not normally discussed, to our knowledge, in the literature.

It should be pointed out that alternative definitions of deductive knowledge
can be considered. For example one can consider: (M,s) = Do iff (M,s) =
A(K;aUX;0), or (M,s) = Diaiff (M,s) E Kia A E(TUX;a). Both of them
enjoy the same logical properties as the one proposed here. The first one describes
a notion of “inevitability” in the deductions carried out by the agent. This does
not seem as appropriate as the one we used here, as typically one intends to
model the capability, not the certainty, of deducing some information. The second
definition does not insist on implicit knowledge remaining true over the run while
the deduction is taking place. In this case any explicit knowledge deduced could
well be unsound (in the sense of [29]), something that cannot happen in the
formalism of this paper.

mantical analysis of the timed efficient stream loss-tolerant authentication (TESLA)
protocol [28]. The analysis allows us to reason about properties that so far could not
be expressed in any other formalism. For more details we refer to [24].



We stress that all logics discussed above remain decidable. This allows us to

explore model checking methods for them. We leave this for further work.
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